IMamsaTKa 11 00y4YAKOIUXCS
JiM pa3Menienusi Ha opunnaabHbIX UHTEpHET-pecypcax

C KaXJpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeMm, IHOMHUMO OIpDOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e301acHo
HaXOJIUThCS B CETH.

Komnbrorepubie BUPYChI

KomnbprorepHeii  BUpyC - 3TO  Pa3sHOBUIHOCTb  KOMIBIOTEPHBIX  IPOTPaAMM,
OTIIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOW SIBJISIETCS CHOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHUE K ATOMY, BHPYCHl MOTYT MOBPEIUTHh WIIU TOJTHOCTHIO YHHUYTOKUTH BCE (ailyibl U
JaHHbIE, MOJKOHTPOJIBHBIC IMOJI30BATENI0, OT UMEHH KOTOpOoro Obula 3amylieHa 3apakéHHas
MporpaMma, a TaKKe MOBPEAUTh WIM J1a)K€ YHUUYTOXKHUThH OIEPALMOHHYID CUCTEMY CO BCEMHU
daitnamu B 11enoM. B 601bIIMHCTBE CITy4aeB pacpOCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

Memoowt 3augumost om 6peOOHOCHBIX NPOCPAMM:

1. Ucnonp3yli COBpEMEHHBIE ONEPALUOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBINA YPOBEHb
3alIUThI OT BPEIOHOCHBIX ITPOTPaAMM;

2. TlocrostHHO ycTaHaBiuBail mauTu (IUGPOBBIE 3aIlJIaTKH, KOTOPbIE aBTOMATHYECKH
YCTaHABIIMBAIOTCS C IEIBI0 TIOPAOTKU MPOTPAMMEI) B Ipyrue OOHOBJICHHS CBOCH ONIEpallMOHHON
cuctembl. CkaunBail ux ToJbKO ¢ odunuampHOro caiira paspadorunka OC. Ecnu cymiectByer
PEXHM aBTOMATHYECKOTO0 OOHOBJICHHSI, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE MO MpaBaMU IOJIb30BATENS, @ HE aAMUHUCTPATOPA.
DTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTrpaMM HMHCTANIUPOBATHCS HA TBOEM
[IEPCOHAJIBHOM KOMIIBKOTEPE;

4. Vcnionb3yit aHTUBUPYCHBIE MTPOTPAMMHBIE MPOAYKTHl U3BECTHBIX MPOU3BOIUTENCH, C
ABTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanndb GU3HUECKUI TOCTYN K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Hcnonp3yil BHEITHUE HOCUTENU UH(OpMaIINK, Takue Kak (Ierika, TUCK Wiu Qailn u3
WHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBali KOMMBIOTEpHBbIE (Dailfibl, TOMyYEeHHbIE U3 HEHAAEKHBIX HCTOYHHUKOB.
Jaxe Te ¢ailibl, KOTOpbIe NMPUCHIad TBOW 3HAKOMBIH. Jlyunie yTo4HM y HEro, OTHpaBisil JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 5T0 He BUJ Iiepenayu JaHHBIX, He TEXHOJIOTHS, @ BCETO JUIL OpeH, mapka. Emre
B 1991 rony Huzaepnanjackas xommanus 3apeructpupoBana Oopenn « WECAy, uto o6o3Havaso
cinoBocodetanue « Wireless Fidelity», KoTopsIii mepeBoAUTCS Kak «0eCIpOBOIHASI TOYHOCTH.

Jlo Hamero BpeMeHM JolUIa JApyras a0OpeBHaTypa, KOTOpasl SIBISETCS TaKOW IKe
TexHoyiorueit. 3to abopesuarypa « Wi-Fiyn. Takoe Ha3BaHue ObUTO JaHO C HAMEKOM Ha CTaHIApT
BBICIINI 3BYKOBOU TexHukH Hi-Fi, 4To B mepeBo/ie 03HA4YaeT «BBICOKASI TOUHOCTHY.

Ha, GecriiaTHBIM MHTEPHET-AOCTYI B Kade, OTENsX U a’ponopTrax SBISETCS OTIMYHOM
BO3MO>XHOCTBIO BBIXOJla B MUHTEpPHET. HO MHOTHE SKCIEepPThl CUUTAIOT, YTO 00IIen0ocTynHbie Wi-
Fi cetn He ABNIAIOTCS O€30MTACHBIMHU.

Cosembot no 6ezonacnocmu padome ¢ oougedocmynuvix cemsax Wi-fi:

1. He mepenaBaii cBoio nmuHyto uHpoOpmaruioo depe3 odbmenoctymusie Wi-Fi cern.
Paboras B HUX, )KenaTeabHO HE BBOAUTH MAPOJIH JOCTYIA, TOTUHBI U KaKHEe-TO HOMEPA;

2. Ucnionp3yit © OOHOBISIH aHTHUBUPYCHBIE MPOTpaMMbl U OpaHamayep. Tem caMbIM Thl
o0e3omacuib ceds 0T 3aKaYKH BHpPYyca Ha TBOE YCTPOUCTBO;



3. Tlpu wucnons3oBanuu Wi-Fi otkmoun ¢yskmuo «OOmuid goctyn K dainam u
npunTepam». JlanHas ¢GyHKIMA 3aKpbiTa M0 YMOJYaHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIN
aKTUBUPYIOT €€ JJis y100CTBA UCIIOJIb30BaHUS B paboTe Ui yuyede;

4. He ucnons3yit nyonuunbii WI-FI nns nepepgaum IUYHBIX JaHHBIX, HAIpUMEp JUIS
BBIX0/Ia B COLIMANIbHBIE CETH WJIM B DJIEKTPOHHYIO MIOUTY;

5. Mnonw3yit Tonpko 3amuineHHoe coenuHenue depe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wmoOunbHOM Tenedone ortkmoun  pynkuuio «llogkmouenne k- Wi-Fi
aBTOMaTuyecku». He momyckaii aBTOMaTHueCcKoro moJAKIF0YeHHS yCTpoicTBa K ceTsiMm Wi-Fi 6e3
TBOETO COIJIacusl.

CouuajbHbIe CeTH

CoumasnbHble CETH aKTHMBHO BXOIAT B HAIIy >KW3Hb, MHOTHE JIIOJU pabOTalOT M KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMApP]] YEIOBEK, UYTO SBISETCA OJHOU
CeIbMOI BCEX JKMTENIeH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pasMelleHHas UMU B COLIMAJIbHBIX CETSAX, MOXET ObITh HalJIeHa M UCIOJIb30BaHa KEM YI'OJHO, B
TOM YHCJIe HE 00513aTeNBbHO ¢ OJaruMu HaMepEeHHUSIMH.

OcHoeHble coeempl no 0€30nACHOCIU 6 COYUAIbHBIX CEMAX:

1. Orpanuup coucok apyzed. Y TeOs B Jpy3bsiX He JOJDKHO OBITh CIy4YalHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amuniaid cBOXO yacTHyr *u3Hb. He ykasbiBail mapoisiu, TenedoHsbl, ajnpeca, Aary
TBOETO POXICHHUS U JIPYTYIO JUYHYIO WH(GOpMAHIO. 37I0yMBIIIJICHHUKA MOTYT HCIOJIh30BaTh
Jake MH(OpPMaIUIO O TOM, KaK Thl U TBOU POAUTEINH INIAHUPYETE NPOBECTH KaHUKYJIbI;

3. 3amminaii CBOK PEIyTaIIo - JICPKH €€ B YHCTOTE U 3a/1aBail cebe BOMpOC: XOTen Obl
Thl, YTOOBI IPYrHe MOJIb30BATENIN BUAEIH, YTO Thl 3arpyxaeub? [loxymail, npexiae 4em 4To-To
OITy0JIMKOBATh, HAIIMCATD U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILB C JTHOAbMH, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3YH CBOE PEAIbHOE UMS
U IpYTYI0 JINYHYIO UH(POPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4eObl U MIPOYEE;

5. N36eraii pazmemienus ¢pororpaduii B UnTepHeTe, rae Tl M300paXKeH Ha MECTHOCTH,
10 KOTOPOIl MOXHO ONPEAEIUTH TBOE MECTOIOIOKEHHE;

6. IIpu peructpanuu B COUUAIBHON CETH HEOOXOIUMO HMCIIOJIb30BaTh CI0KHbIE MapoJIy,
cocTosiue u3 OykB ¥ UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHEe §;

7. JAns coUMaNbHOM CeTH, MOYTHl U JPYTUX CaTOB HEOOXOIAMMO HCIIOJIb30BaTh Pa3HbIE
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKN MOIY4YaT JOCTYI TOJIbKO K OJHOMY
MECTY, a HE BO BCE cpasy.

JJIeKTPOHHBIE [IEHbI'H

DJEeKTPOHHBIE JIEHBIM — 3TO OYEHb YAOOHBIN crocod miaTexkeil, 0JJHAKO CyIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MOJTYYUTh 3TU JE€HBIH.

ONEKTPOHHBIE JEHBIU MOSBUIMCH COBCEM HENABHO M UMEHHO H3-3a 3TOI0 BO MHOIMX
rocy/apcTBax 70 CUX MOpP He IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU GYHKIIMOHUPYIOT M O HUX YK€ IPOMHMCAaHO B 3aKOHE, I'/I€ UX Pa3JeNIioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH oOnepauuu 0e3 WASHTH(PHKAIUK [OJb30BaTesl, a B
HEaHOHHWMHBIX UACHTU(UKAIINH [T0JIB30BATENS SBISIETCS 00s13aTeNIbHOI.

Taxke cienyer pa3inyarh 3JEKTPOHHBIE (pUaTHBIE ACHBIH (paBHBI IOCYJApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIE HEPHUATHBIE IEHBI'H (HE paBHbBI TOCYJapCTBEHHBIM BAJIIOTaM).

OcHogHnble coeembl no 6e3onacnoil pabome ¢ 31EKMPOHHHIMU OEHbZAMU:

1. IIpuBsku K cyeTy MOOWJIBHBIN TenedoH. DTo caMblii yIOOHBIH M OBICTPBIA CHOCOO
BOCCTAHOBUTH JOCTYN K cyery. llpuBsi3anHblii TenedoH MOMOXeT, eciu 3al0ynemb CBOU
MJIATEKHBINA MapOJIb UK 3aiiIeIh HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit ogqaopaszoBsie maposd. [locie nepexona Ha yCUIIEHHYIO aBTOPU3AINIO TEOe
yKe He OyJIeT yrpoXkaTh OMACHOCTh KPakH WM TIepexBaTa IJIaTeXHOTo MapoJs;



3. BriGepu cnoxsblli mapoib. lIpectrymHukam OyJeT HE MPOCTO yrajaaTh CIOMXKHBIN
naposb. HagexxHsle naponyu — 3To napoJid, KOTOpbIE COIEPKAaT HE MEHEe 8 3HAKOB U BKIIIOUYAIOT
B ce0si CTpOYHBbIE M NIPONUCHBbIE OYKBBI, IMU(PPbI U HECKOJIbKO CHUMBOJIOB, TaKW€ KakK 3HaK
nosnapa, pyHTa, BOCKJIMIATENbHBIN 3HaK u T.11. Hampumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.

DJIEKTPOHHAS MOYTA

ONEeKTpOHHAs II0YTa — 3TO TEXHOJIOTUS U IIPEJOCTABISIEMBIE €10 YCIIYTH IO MIEPECBIIKE U
MOJYYCHUIO DJIEKTPOHHBIX COOOIICHHN, KOTOpPBIC PACHPEACISIIOTCS B KOMIBIOTEPHOW CETH.
OO0b14HO JJIEKTPOHHBIN IIOYTOBBIA  SIIIMK  BBITJISAUT CJIE LY IOIIUM obpazom:
UMs_TIONIb30BATEII(@KUMsL_JOMEeHa. Takke KpoMme TMepeJadyd MpOCTOro TEeKCTa, HMEeTcs
BO3MOKHOCTb IlepesiaBaTh (paiiibl.

OcHoenbie coeempl no 0e30nacHoll padome ¢ I1EKMPOHHOU NOUMOUL:

1. Haymo BbIOpaTh IpaBUiIbHBIN MOYTOBBIN cepBUC. B mHTEpHETE ecTh OrpoOMHBIN BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4lle JTOBEPSTHh TE€M, KOTO 3HA€lllb U KTO IEPBBIN B
pEUTHHTE;

2. He ykaspiBail B 1M4YHOM moure JU4yHyr0 HH(popmauuto. Hampumep, myuiie BbIOpaTh
«My3bIKaJIbHBIA _(paHaT@» niu «pok2013» Bmecto «temal3dy;

3. Ucnonb3y#t ABYXATAHYIO aBTOPU3AIUI0. DTO KOT/Ia TOMUMO IapoJisi HY>KHO BBOJUTH
KO/, IpUcChIIaeMbIii 110 SMS;

4. BwiOepu CIOXHBIA mapoiib. JIJIs KaXXIOro TMOYTOBOTO SIIMKA JOJHKCH OBITh CBOU
HAJIe)KHbIM, YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecim ecTb BO3MOKHOCTh HAIKMCATh CaMOMY CBOM JIMYHBIM BOIPOC, HCIOJIB3YH OTYy
BO3MO>KHOCTB;

6. Wcrnonb3yll HECKOJIBKO IOYTOBBIX SUIMKOB. [lepBbI 1 YacTHOM NEpPEnucKu ¢
azpecaTamMH, KOTOPBIM Tbl JOBEpsELIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONb30BaTh IPU
peructpanuu Ha popymax u carax;

7. He oTkpbIBail (aiiiasl U JIpyrue BIOXKEHHS B MUCbMax Jla)ke €CJIM OHU MHPUILIM OT
TBOMX Jpy3ei. Jlydllle yTOUHU y HUX, OTHPABIISUIM JIU OHU TeOe 3TH (ailibl;

8. Iloce okoH4YaHUs pabOTHI HAa IOYTOBOM CEPBUCE MEPEJl 3aKPhITHEM BKJIAIKU C CAUTOM
He 3a0y/b Ha)kaTh Ha «BeIiTHY.

Kn0epOy1iimHr Wiin BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOyanmuHr — mpeciefoBaHuEe COOOLICHUSMHU, COJEP)KAIIUMHU  OCKOpOJIEHHUS,
arpeccuio, 3aryruBaHue; XyJIUTraHCTBO; COLMAIbHOE OOMKOTHpPOBaHHE C MOMOIIbIO Pa3IMYHbIX
MHTEPHET-CEPBUCOB.

OcHosHble cogemul no 60pbvoe c KUGEPOYITUHZOM:

1. He 6pocaiicsa B 60ii. Jlyummii croco6: mocoBeTOBaThCsA Kak ce0si BECTH M, €CIU HET
TOr0, K KOMy MOXHO OOpaTUThCS, TO BHauyaje YCIOKOMTHCS. Eciau Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0OJIbIle pa30oXiKellb KOH(IUKT;

2. Ympasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTd MHHUMasg. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOHMT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTrouT BeCcTH XyJUTaHCKUN 00pa3 BUPTyalibHOU >KHM3HU. VIHTepHET (uKcupyeT Bce
TBOM JIEUCTBUSA U COXPAHAET UX. Y AANUTh UX OyJeT KpaliHe 3aTpyJHUTEIBHO;

5. CoOnrosiait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupy#i enuHn4HbIN HeraTuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOIIECHNUS JIyYIlIe
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMHU COOOIIICHHUSIMH, B COITUATBLHBIX
CeTAX €CTh BO3MOXKHOCTb OJIOKUPOBKHU OTIPABKU COOOILICHUN C ONPECTICHHBIX a/IpECOB;

8. Ecimm Te1 cBumerens kuOepOysummHra. TBow JeHCTBHS: BBICTYNUTH IIPOTHUB
IpeciIeoBaTeNs, MoKa3aTh €My, YTO €ro ACHCTBHUS OLEHUBAIOTCS HETaTUBHO, IMOAJEP’KATh



KEpPTBY, KOTOpPOM HyXHa IICUXOJOrHMYecKas IOMOIb, COOOUIUTH B3pOCIbIM O (akrTe
arpecCUBHOTO MOBEJICHHUS B CETH.

MooOuiabHbId TesedoH

CoBpemennble cMapT)OHBI M IUIAHIIETHl COAEP)KAaT B ceOe BIIOJHE B3POCIBIH
(GYHKIMOHAT, M TeNeph OHH MOTYT KOHKYPUPOBaTh CO CTal[MOHAPHBIMHA KOMITBIOTEPAMHU.
OpHako, CpeACTB 3aIUTHI IS HOJOOHBIX YCTPOMCTB IMOKa O4eHb Mayo. TecTupoBaHHE U TIOMCK
ySI3BUMOCTEH B HHMX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak st [IK, To ke camoe kacaercst u
MOOUITBHBIX MPUIIOKEHHM.

CoBpeMeHHBIE MOOMJIBHBIC Opay3ephl y)Ke MPaKTUYECKH JOTHAJIN HACTOJBHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIHMOHANA BIeYeT 3a COOOH OOJNBIIYI0 CIOXHOCTh U MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He Bce MPOHM3BOJIUTENH BBIITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTUYECKHE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHogHble cogembl 015 6€30NACHOCIU MOOUIBHO20 menedona:

1. Huuero He siBIIsieTCs MO-HACTOSIIEMY OecruiaTHBIM. Byb OCTOpOXKeH, Belib Korja Tede
npeIaraT OecIIaTHRIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

2. lymaii, mpexae yeM otnpaButb SMS, ¢oto mwim Buaeo. Thl TOUHO 3HACIIb, TJIE OHU
OyIyT B KOHEYHOM UTOre?

3. Heo6x01umMo 0OHOBIISTH OTNIEPAIIMOHHYIO CHCTEMY TBOETO CMapTQOHa;

4. Ucnonb3yii aHTUBUPYCHBIC TIPOTPAMMBI JJIsl MOOVIIBHBIX TeJIe()OHOB;

5. He 3arpy»aii mpuIoXeHHsT OT HEM3BECTHOTO UCTOYHHUKA, BEllb OHU MOTYT COJIEPXKATh
BPEIOHOCHOE MTPOTPaMMHOE 00eCIIeUeHHE;

6. ITocne TOro Kak Thl BBIMJEIIb C caiiTa, e BBOIMI JHYHYIO HH(DOpMaIuio, 3aiiiu B
HACTPOWKHU Opay3epa u ynanu cookies;

7. Ilepuoguuecku MpoBepsiii KaKue IIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOMJILHOTO Tele(OHA TOJBKO JIOJASM, KOTOPBHIX Thl 3HACHIb U
KOMY JTOBEpSCIIb;

9. Bluetooth nomxkeH ObITH BBIKJIIOUEH, KOTJa Thl UM HE Toib3yemibcs. He 3a0ObiBait
WHOTJIa IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJANH-UTPBl - O3TO KpacoyHble, 3axBaThIBAIOIIME pa3BICUYEHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK MO BceMy MHUpY. Mrpoku uccieayroT AaHHBIA UM MUp,
o0LIat0TCs IPYT C JIPYTOM, BBIMOJHSIOT 3aJaHUsl, CPaKaloTCsl ¢ MOHCTPaMH U TMOJIy4aroT OIBIT.
3a yJOBOJILCTBHE OHHU IJIATAT: MOKYMAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT MM MpHOOpeTaroT
KAaKHe-TO OIIIHH.

Bce »tm cpenctBa MIyT Ha MOJJAEpKAHME W pa3BUTHE WIPBI, a TaKXKE Ha camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBbl AaBTOPHU3allMM, BBIIYCKAIOTCS HOBBIE NaT4u
(un¢poBbIe 3aIIaTKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOMT OomacaTtbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPayKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTP.

Ocnoenbie coeemul no 6€30nACHOCIMU MEOE20 UZPOBO20 AKKAYHMA:

1. Eciu apyroii urpok BeneT ceOs MIoXo WK co3AaeT Tebe HeNPHUATHOCTH, 3a0JI0KUpyi
€ro B CIIHUCKE UTPOKOB;

2. lloxamyiica agMUHUCTpAaTOpaM WIPbl Ha IUIOXOE€ IIOBEJEHHE OTOrO0 WIPOKA,
KEJATEIIbHO IPWIOKUTH KaKUe-TO JOKA3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3piBaii TMYHYI0 HHPOPMALIMIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIaIbHbIE TATYH U MOJBI;

6. Mcnonb3yii CII0OKHBIE U Pa3HbIE MAPOJIH;



7. Haxe BO BpeMsl UTpbl HE CTOMUT OTKJIIOYaTh aHTHUBUpYC. [loka Thl Wrpaemb, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT 1IN Kpaika JUIHbIX JaHHbIX

OObIuHOW Kpakell JeHer M JOKYMEHTOB CETOJHS YXe HHUKOTrO HE YAWBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKHA TEPEMECTHJINCh B HMHTEpPHET, U
IPOIOJDKAIOT 3aHUMATHCS «JTIOOMMBIMY JIETIOM.

Tax mosiBUSIach HOBasg yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TJaBHAs IIeJb
KOTOPOT'O COCTOMT B TOJYYEHUH KOH(HUICHIMATBHBIX JAHHBIX MOJIb30BATENICH — JIOTMHOB H
napoJieii. Ha anrnmiickom si3pike phishing unraercs kak ¢umuHr (ot fishing — peiOHas joBs,
password — mapoJib).

Ocnoenule cosemul no dopvoe ¢ puwmunzom:

1. Caemu 3a cBOMM aKKayHTOM. Eciam Thl mojo3peBaemib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOIINTh aAMHUHHCTPATOpaM pecypca 00 3TOM
KaK MOXHO CKOpEE;

2. Ucnonw3yit Ge3onacHble BeO-CAThI, B TOM YKCIE, HHTEPHET-MAara3uHoB U MOUCKOBBIX
CHUCTEM;

3. Wcnonw3yil cnoxkHble W pa3Hble maponu. Takum oOpa3om, ecinu TeOsl B3IOMAIOT, TO
3JIOYMBIIUICHHUKH MOJyYaT AOCTYI TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B370Maiu, TO HEOOX0IMMO MPEaYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no0aBiieHbl y TeOs B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJIA U, BO3MOXHO, OT TBOETO HMEHHU OyZIeT
paccbuIaThCs CIlaM M CChUIKU Ha (PUITMHTOBBIE CalTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOUNbHBIHN TenedoH;

6. OTKIII0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBail ¢aitiasl U Ipyrue BIOKEHUS B MHUChbMaxX AK€ €CIU OHU TPHIILIH OT
TBOUX Jpy3ei. Jlydille yTOuHU y HUX, OTHPABISUIN JIU OHU TeOe ATH (paitibl.

Hu¢posas penyrauus

Hudposas penyranus - 5T0 HETaTUBHAs WU MO3UTUBHAs MH(OpMalus B ceTH O Tebe.
Komnpomerupyromas uHpoOpManus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «LludpoBas pemyranus» - 3TO TBOM UMUK, KOTOPBIN
bopmupyercs U3 uHopMalu o Tede B UHTEPHETE.

TBoe MecTo )XuUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJipoCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJIMKaluy JUYHOH MHPOpManuu B
HuTepHeTe, HE MOHUMAas BO3MOKHBIX IOCIEACTBUI. ThI 1axe HE CMOXKELIb OTafaTbCsl O TOM,
yT0 (hoTorpadusi, pazmerieHHas 5 neT Ha3aj, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.

KommeHTapuu, pasmemieHue TBoMX ¢ororpaduil M apyrue JAEHCTBHSL MOTYT He
UCYE3HYTh JlaXKe IOcjie TOro, Kak Thl WX yJIalnuilb. Thl HE 3Haellb, KTO COXPAaHWUI 3Ty
UH(OPMaLIKIO, ToTNala JU OHA B MOMCKOBBIE CUCTEMbI M COXpaHHJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT 0 TeOe OKpYIKaroliee JIFOAN, KOTOpble HAWAYT W yBHAAT 3To. Halitn mHbOopMarmio
MHOTO JIET CIyCTS CMOXKET JI000H - Kak U3 JOOpbIX MOOYKIeHHWH, TaK U C HaMEpeHHEM
NPUYUHUTH BpeJ. ITO MOKET OBITH KTO YTOHO.

Ocnoenbvie cosempl no 3auiume yu@poeoii penymayuu:

1. Tlogymaii, mpexxae 4eM 4TO-TO MyOJIMKOBAaTh U IepeaaBaTh y ceds B Oyiore Wiu B
COIIMAILHOM CETH;

2. B nactpoiikax nmpouis yCTaHOBH OTpaHUYEHHS] Ha POCMOTP TBOETO MPOQUIIS U €ro
COJIEP’KUMOT0, CIENAN €ro TOJIBKO «JUIS IPY3€iD»;

3. He pa3memnraii 1 He yka3piBaii HHPOPMAIIHIO, KOTOpAs MOXET KOTo-TM00 OCKOpOJISIThH
WA OOMXKATh.



ABTOpCKOE NPAaBo

CoBpeMeHHBIE MKOJIHLHUKN- aKTUBHBIC MTOJIB30BATEIN IUPPOBOTO MpocTpaHcTBa. OTHAKO
JaJICKO HC BCC 3HAKOT, YTO II0JJb30BAHHUC MHOTMMH BO3MOXHOCTAMH I.[H(prBOFO MHpa Tpe6yeT
COOIOICHHMSI TTPaB HA MHTEJUICKTYAIbHYIO COOCTBEHHOCTb.

TepMI/IH «CHMHTCJIICKTYaJIbHas COOCTBEHHOCTB» OTHOCHUTCS K pa3iiudyHbIM TBOPCHUAM
YeJI0OBEYEeCKOr0 YMa, HauWHasl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHI W YCIyI'HW, W 3aKaH4YMBas KHUTamMH, QororpadusiMu, KUHODUIBMAMH U
MY3bIKaJIbHBIMU IMTPOU3BCACHUAMU.

ABTOpCKI/Ie IIpaBa - 3TO IIpaBa Ha MHTCJIJICKTYAJIbHYIO cOOCTBEHHOCTh Ha IIPOU3BEACHUA
HAYKH, JTUTCPATYPbI 1 HCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIIAOT B Ka4CCTBC I'apaHTHU TOr'0, 4TO
WHTEJUICKTYJIbHBIA/TBOPUYECKUI TPy aBTOpa HE OyJeT HalpacHBIM, JAaCT €My CIIPaBeIJIUBbHIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPy/Ja, MOJYYHTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 0e3 pasp€i€HuA aBTOpa HE MOXKET BOCIIPOMU3BOJUTH €T0 IIPOU3BEACHUEC, PACIIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTh B MPOKAT, MyOIWIHO
HUCIIOJIHATH, [MOKA3bIBATL/UCIIOIHATE B 3(1)I/Ipe HJIK pasMClIaThb B I/IHTepHeTe.

Hcnonp3oBanue «IHUPATCKOTO» NPOrpaMMHOIO O6€CH€‘I€HI/I$I MOKCT IPUBCCTU K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTpOWCTBa, Il
YCTaHOBJ'IeHHHﬁ HC JICTaJIbHAd IIporpamMma. He cromt Takxke 336BIB8.TL, 4YTO CYHIECTBYCT
JerajabHble U OECIUIaTHBIE IPOTrPaMMBbl, KOTOPbIE MOYKHO HAalTH B CETH.

O nopraJue

CereBn4ok.p) - TBOW TJIABHBIM COBETYMK B CETH. 3J€Ch THl MOXCIIb Yy3HAaTh O
0€30MMaCHOCTA B CETH IMOHATHBIM U JOCTYIIHBIM fA3BIKOM, a IIPHU BO3HHUKHOBCHUU KpHTquCKOﬁ
CuTyauuu O6paTI/ITI)C$I 3a COBETOM. A Takxke INPUHATL Y4aCTHC B KOHKYpCaxX MW CTaTb CaMbIM
M (pPOBBIM TpaXk TaHKHOM !

Ucrounuk: METOAMYECKHX PEKOMEHIAIMH O pa3MENICHMH Ha WH(OOPMAIMOHHBIX
CTCHNIaX, O(UIMANTBHBIX HHTEPHET-CaliTaXx M JPYyrux WH(OPMAIMOHHBIX pecypcax
0011e00pazoBaTeIbHBIX OPTraHU3ali U OPraHOB, OCYIICCTBISIONIMX YIPABICHUE B
chepe obpazoBanus, uHGopManuu 0 0€30MaCHOM MOBEJACHUN U MCIIOJb30BAHUM CETH
«utepreT» (ITucbmo MunobpHayku Poccuu ot 14.05.2018 Ne 08-1184)



